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Full-Stack Web Developer 
Mobile App Developer 
Cybersecurity Specialist 

CONTACT 

01034123376 
youssefelhamalawy944@gmail.com 
youssef.cutlyx.com 
github.com/YoussefFr3onMassr 
linkedin.com/in/youssef-
elhamalawy-3b78003b1 
10th of Ramadan City, Egypt 

CORE COMPETENCIES  

Full-Stack Development 
Mobile App Development 
Cybersecurity 
REST API Design 
WordPress Development 
Flutter Development 
Cloud Infrastructure 
Performance Optimization 
UI/UX Design 
Clean Code & Agile 

TECHNICAL SKILLS  

Languages PHP, JavaScript, HTML5, 

CSS3, SQL 

Frontend React.js, Bootstrap, Tailwind 
CSS, AJAX, jQuery 

Backend PHP, REST API, Auth, CRUD, 
MVC 

Mobile Flutter, Android, iOS 

CMS WordPress, WooCommerce, 

Blogger 

Database MySQL 

Security OWASP Top 10, Cloudflare, 

SSL, Website Hardening 

SEO & Marketing Technical SEO, 
Google AdSense, Analytics, Search 
Console 

Hosting Linux, cPanel, DNS, Apache, 
Nginx 

Tools Git, GitHub, VS Code, Cursor AI, 
Figma, Postman, Composer, npm 

CERTIFICATIONS  

[Google Certification] 
[Microsoft Certification] 
[Meta Certification] 
[Cisco Certification] 
[EC-Council Certification] 
[freeCodeCamp Certification] 
[TryHackMe Certification] 
[HackerRank Certification] 

LANGUAGES 

Arabic — Native 
English — Professional Working 
Proficiency 

PROFESSIONAL SUMMARY  

Results-driven Full-Stack Software Engineer and Mobile Application Developer with 
hands-on expertise across PHP, React.js, Flutter, and WordPress ecosystems, 
complemented by a strong cybersecurity foundation. Proven track record designing 
scalable REST APIs, secure database architectures, and high-performance SaaS and 
digital product platforms. Adept at hardening applications against OWASP Top 10 
vulnerabilities, optimizing Cloudflare-backed infrastructure, and driving measurable 
gains in technical SEO and Google AdSense revenue. Combines a security-first 
mindset with clean-architecture principles and a passion for building polished, 
production-ready digital products for global audiences. 

PROFESSIONAL EXPERIENCE  

Full-Stack Web & Mobile Developer (Freelance)   |   Independent / Remote 
Clients   20XX — Present 

● Designed and shipped full-stack web platforms using PHP (CakePHP, 
Laravel), MySQL, and React.js, architecting REST APIs and MVC-based 
backends that improved maintainability and cut deployment time. 

● Built and hardened SaaS-style monetization platforms — URL shorteners, 
ad networks, and revenue-sharing systems — implementing 
authentication, real-time analytics, multi-level CPM advertising, and 
secure payment flows. 

● Applied a security-first approach across all projects — OWASP Top 10 
mitigation, Cloudflare configuration, and SSL/DNS hardening — reducing 
exposure to common web vulnerabilities. 

● Developed cross-platform mobile applications with Flutter for Android 
and iOS, delivering consistent UI/UX and native-level performance from a 
single codebase. 

● Engineered custom WordPress and WooCommerce solutions, including 
bespoke themes, safelink plugins, and e-commerce storefronts optimized 
for speed and conversion. 

● Executed technical SEO audits and Google AdSense optimization 
strategies, increasing organic visibility and ad revenue for content-driven 
client sites. 

● Managed end-to-end Linux server administration (cPanel, Apache/Nginx, 
DNS) for client deployments, ensuring high availability and fast page-load 
performance. 

Mobile Device Repair Technician   |   Independent Practice   20XX — Present 
● Diagnosed and repaired hardware and software faults across a wide range 

of smartphone models, applying the same precision and analytical rigor 
used in software engineering work. 

KEY ACHIEVEMENTS  

● Architected a 14-table relational database schema and installation wizard 
for a bilingual (Arabic/English) multi-network publisher management 
platform. 

● Rebuilt a Laravel-based ad network as a self-contained, dependency-free 
PHP installer to simplify deployment on shared hosting environments. 

● Delivered a fully custom WordPress safelink plugin with reCAPTCHA, 
multi-step timers, dual ad-slot management, and source-code protection 
across multiple iterative releases. 

● Diagnosed and resolved complex CPM advertising system defects, 
including database schema fixes and form-logic corrections, restoring full 
platform functionality for production use. 

FEATURED PROJECTS  

Cutlyx  —  Professional URL Shortener & Monetization Platform 
Secure authentication, analytics dashboard, link monetization engine, and a fully 
responsive, scalable architecture built for high-traffic usage. 

CodeLoop Store  —  Digital Marketplace 
WooCommerce-powered storefront with integrated payment gateway, product 
management system, customer dashboard, and performance-tuned WordPress backend. 

Forexawy Blog  —  Professional WordPress Financial Blog 
Custom-built theme with technical SEO optimization, high-performance caching, fully 
responsive design, and Google AdSense revenue optimization. 

CutlyX Pro  —  WordPress Safelink Plugin 
Full-featured safelink system with reCAPTCHA, multi-step timers, 20 configurable ad 
slots, source-code protection, and a complete design customization panel. 



 


